Draft Recommandation ITU-T X.5GSec-q

Security guidelines for applying quantum-safe algorithms in SG systems

Summary

The 5G system promises to support a wide range of services with diverse performance requirements
in order to form a fully connected society. To achieve this challenging goal, a number of innovation
technologies have been developed in the 5G system, such as network slicing, software defined
network, virtualized network function, CU/DU separation. Security measures are the basis to ensure
the normal operation of the 5G system. Besides the use of the symmetric cryptographic algorithms,
asymmetric cryptographic algorithms have been deployed in the 5G system.

A large-scale quantum computer raises security concerns to present widely used the symmetric and
asymmetric cryptographic algorithms. The currently used asymmetric cryptographic algorithms
provide no security any more in the quantum computing era, while the symmetric cryptographic
algorithms have to double their key lengths to resist against the quantum computing attacks. For this,
quantum-safe cryptographic algorithms are highly desired to be deployed in the 5G system.

In this Recommendation, firstly, the 5G system and its security architecture will be shortly surveyed,
respectively. Then the threats to 5G systems due to the quantum computers will be assessed. The
quantum-safe algorithms will be briefly reviewed but their details are not specified in this
Recommendation. The security guidelines will provide a high level recommendation to adapt
quantum-safe algorithms to 5G systems. This Recommendation is intended to give a whole picture to
apply the quantum-safe symmetric and asymmetric algorithms to 5G system, as well as align the
security levels between quantum-safe symmetric algorithms and quantum-safe asymmetric
algorithms.

Keywords

5G system; Quantum computer; Symmetric algorithm; Asymmetric algorithm; Quantum-safe
algorithm



-2

Table of Contents
1 N TeT0) oL PSPPSR 4
2 RETRIENICES ...ttt et et et bt e et eesbeesateens 4
3 DIETINIEIONS ..ttt ettt ettt st sb et sbe et st e bt et 4
3.1 Terms defined elSEWhETe.......cc..ovvuiiiiieiieieee s 4
3.2 Terms defined in this Recommendation.............ccoocieiiiiiiiiiiniiiiceeeeee, 5
4 AbDbreviations and ACTONYIMS ......c..ceruiieiieriierieeriieeieereeeteesteeebeesseesseesateeseesseesseessseenseessnes 5
5. COMVEITIONS ...ettentieeiieetie ettt ettt et et e et e bt e e ab e e bt e eab e e bt e eabeesbeeeabeeeseeeabeeeheeembeenseesabeenbeeenseannees 6
0. OVEIVIEW ..ottt ettt ettt ettt ettt e h e bttt sat e bt e et e eh e e bt eat e s et e bt e st e ebeenbeentesaeenbeenbesaeenneenee 6
7. OVEIVIEW OF SG SYSTRIM....eeiiuiiiiiiiieeieiieeiiieetee ettt eetteesteeessteeessbeeesaeeessaeessseessseeessseeessseesnsseesnnsens 7
8. Security architecture 0f SG SYSLEIMS. .....ccuiiiiieiiiiiieiie ettt ettt ettt iee e e saeeebeebeessneesaens 7
8.1 GOIMETAL. ...ttt sttt et eaee 7
8.2 Security of the tranSpOrt JaYeT........ccoiiiiiiiieiiieie et 7
8.3 Security of the NEtWOTK 1aYeT......cc.viieiiiieiieee e e 8
8.3.1 Security of the access NEtWOTK ........c..ceevviiiiiiiiiiiiieeeeeeeeee e 8
8.3.2 Security of the cOre NEtWOTK .......covviviiiiiiieiie et 13
8.4 Security of the management plane............ccoecuieiiiiiieiiinii e 15
8.5 Summary of the cryptographic algorithms used in 5G system..........ccccceerveeciienieenenne. 16
9. Security assessment on 5G systems when commercial quantum computers are available .......... 16
9.1 Threats to conventional cryptographic algorithms ...........cccceeeviieeiiieniieecie e 17
9.2 IMPACES ON SG SYSLRITIS ...eeiuiiieiiiieiiiie ettt ettt et et e et e et e e st e e st e e sabaeesabeeesaseeennes 17
10. Quantum-safe cryptographic algorithms............ccccviieiiiiiiiiiiecie e 17
10.1 Quantum-safe symmetric key algorithms...........ccceeeviieeiiiieiiieceeee e 17
10.2 Quantum-safe asymmetric key algorithms ...........cccceccvieeiiiieiiieeieece e, 17
10.2.1 Lattice-based algorithms ............ccciiiiiieiiiiiiiieieeie e 18
10.2.2 Hash-based algorithms ............ccooviiiiiiiiiiiniieiecie e 18
10.2.3 Code-based algorithms ............cceeiiieiiiiiiieiieeieeeee e 18
10.2.4 Multivariate algorithms ...........cooiiieiiiiiiicceece e e 18
11. Usage of the quantum-safe cryptographic algorithms in 5G systems..........ccceeeeeverenverveeieennen. 18
11.1 Quantum-safe symmetric cryptographic algorithms ............cccccoeviiiiieniiiiiienieciies 18
11.2 Quantum-safe asymmetric cryptographic algorithms............c.ccoevvieiiieniiiiienienie, 18
APPEIAIX A .ottt ettt ettt et e et e et e e abe e bt e ettt e beeeab e e bt e enbeeteeenbeenbeeeneeenseennseenne 19
AT General arChiteCUIE .......cevuiiiiieiieeiieiie ettt ettt et ee ettt e et e eseaeesaessaeenseenenas 19
ALZ SDIN Lot b ettt h et h e bt st et e bt eatenaeens 20



A4 COTe NEEWOTK ..ottt ettt as 22
A5 Management PLane.........c.coooiiiiiiiiiiiie et e 24
RN 1) 0131 1 1. G PRSPPI 25
B.1 Lattice-based al@orithms ..........ccceeeiiiiiiiiiiiii e e 25
B.2 Hash-based algorithms ...........coouiiiiiiiiiiicceceeeee et 25
B.3 Code-based algorithms..........ccocuiiiiiiiiiiiecciie et e 25
B.4 Multivariate algorithms...........cooiiiiiiiiiiiiicieeie et 25

BiDLIOGIrapRY .....coooieiiii e et e e et e e et e e e e tbeeeeenaraeeens 26



-4-

Draft Recommandation ITU-T X.5GSec-q

Security guidelines for applying quantum-safe algorithms in SG systems

1 Scope

This Recommendation is Security guidelines for applying quantum-safe algorithms in 5G systems.
This recommendation covers:

- Introduction of the security architecture of 5G systems
- Security assessment on 5G systems when commercial quantum computers are available.

- Specify the usage of quantum-safe algorithms in 5G systems.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the
currently valid ITU-T Recommendations is regularly published. The reference to a document within
this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T X.yyy] Recommendation ITU-T X.yyy (date), Title.

[ITU-T X.800] Recommendation ITU-T X.800 (1991), Security architecture for Open
Systems Interconnection for CCITT applications.

[ITU-T X.1038] Recommendation ITU-T X.1038 (2016), Security requirements and

reference architecture for software-defined networking.

3 Definitions

<Check in ITU-T Terms and definitions database under http://www.itu.int/sancho/index.htm if the
term is not already defined in another recommendation. It could be more consistent to refer to such
a definition rather than redefined it>

3.1 Terms defined elsewhere

<Normally, terms defined elsewhere will simply refer to the defining document. In certain cases, it
may be desirable to quote the definition to allow for a stand-alone document>

This Recommendation uses the following terms defined elsewhere:

3.1.1 authentication [b-ITU-T X.1252] :A property by which the correct identity of an entity or
party is established with a required assurance. The party being authenticated could be a user,
subscriber, home environment or serving network.

3.1.2 authentication protocol [b-ITU-T X.1254] : A defined sequence of messages between an
entity and a verifier that enables the verifier to corroborate the entity's identity.

3.1.3 authorization [b-ITU-T X.1251]: The authorization service is designed to make decisions
regarding the user's access rights and enforce authorization decisions according to the user's
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privileges. Authorization is an optional service; it is only provided when access to resources
needs to be controlled based on the user's rights.

3.1.4 availability[ITU-T X.800] : The property of being accessible and useable upon demand by
an authorized entity.

3.1.5 credential [b-ITU-T X.1252] :Set of data presented as evidence of a claimed identity and/or
entitlements.

3.1.6 confidentiality [ITU-T X.800]: The property that information is not made available or
disclosed to unauthorized individuals, entities, or processes.

3.1.7 data integrity [ITU-T X.800]: The property that data has not been altered or destroyed in
an unauthorized manner.

3.1.8 Privacy[ ITU-T X.800] : The right of individuals to control or influence what information
related to them may be collected and stored and by whom and to whom that information
may be disclosed.

3.2 Terms defined in this Recommendation
This Recommendation defines the following terms:
3.2.1

4 Abbreviations and acronyms

This Recommendation uses the following abbreviations and acronyms:

AF Application Function

AUSF Authentication Server Function
AMF Access and Mobility management Function
CU/DU Central Unit / Distributed Unit
eMBB enhanced Mobile Broadband
MAC Medium Access Control

mloT massive Internet of Things

MPLS Multiprotocol Label Switching
N3IWF Non-3GPP InterWorking Function
NEF Network Exposure Function

NF Network Function

NFV Network Function Virtualization
NRF NF Repository Function

NSSF Network Slice Selection Function
PCF Policy Control Function

PDCP Packet Data Convergence Protocol

RLC Radio Link Control



RRC Radio Resource Control

PLMN Public Land Mobile Network

SBA Service Based Architecture

SDAP Service Data Adaptation Protocol

SDN Software Defined Network

SMF Session Management function

UDM Unified Data Management

UPF User plane function

URLLC Ultra-Reliable and Low-Latency Communications

[Editor note]: Only the abbreviations and acronyms used in the following clauses could be listed
above.

< Others to be added>

5. Conventions
In this Recommendation:

The keywords "is required to" indicate a requirement which must be strictly followed and from
which no deviation is permitted, if conformance to this Recommendation is to be claimed.

The keywords "is recommended" indicate a requirement which is recommended but which is not
absolutely required. Thus, this requirement need not be present to claim conformance.

The keywords "is prohibited from" indicate a requirement which must be strictly followed and
from which no deviation is permitted, if conformance to this Recommendation is to be claimed.

The keywords "can optionally" indicate an optional requirement which is permissible, without
implying any sense of being recommended. This term is not intended to imply that the vendor's
implementation must provide the option, and the feature can be optionally enabled by the network
operator/service provider. Rather, it means the vendor may optionally provide the feature and still
claim conformance with the specification.

6. Overview

The fifth generation of mobile communication technology (5G) is positioned to meet the business
needs of the year 2020 and beyond. Security architecture is the key stone to enable the normal
operation of a 5G network. In 4G/LTE, mere symmetric algorithms are utilized to protect the
signalling data and user data. In contrast, besides the use of the symmetric algorithms, asymmetric
algorithms are introduced in 5G systems to protect the subscriber identifiers, as well as to enhance
the security of the session keys in the case that the long-term key is disclosed.

Recently the IBM had announced the 50 qubits quantum computer. This breakthrough in the
development of quantum computers has broken the original anticipation that quantum computers can
be on the market in 20 years. The new report estimated that large-scale quantum computers will be
available in 10 years.

Quantum computers will affect the symmetric algorithms and asymmetric algorithms to a different
degree. Symmetric cryptographic strength will be halved, e.g. AES with 128 bit keys giving 128 bit
strength will be reduced to 64 bit strength, whereas many commonly used asymmetric algorithms,
such as RSA, DSA and ECC, will offer no security.
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There is a high desire to study how to protect the communications in 5G systems by using quantum-
safe algorithms. This is because it is most likely that the commercial quantum computers are available
within the lifecycle of 5G systems. Currently, the key length of the symmetric algorithms specified
for 5G systems is 128 bits. 3GPP has just initiated a study item to research how to apply 256 bit key
length symmetric algorithms to 5G systems. However, there is no organization to study how to apply
the quantum-safe asymmetric algorithms to 5G systems till now. Some adapting measures have to be
taken when quantum-safe cryptographic algorithms are used in 5G systems since these algorithms
have a larger key length than the classical cryptographic algorithms. Moreover, there is a need to
study how the keys of different size coexist in 5G systems since it is impossible to replace all the
classical algorithms with quantum-safe algorithms overnight. A transition to quantum-safe
cryptography in 5G systems should be considered early so that any information that is later
compromised by quantum cryptanalysis is no longer sensitive.

In this Recommendation, the threats to 5G systems due to the quantum computers will be assessed.
The quantum-safe algorithms will be briefly reviewed but their details are not specified in this work
item. The security guidelines will provide a high level recommendation to adapt quantum-safe
algorithms to 5G systems. This Recommendation is intended to give a whole picture to apply the
quantum-safe symmetric and asymmetric algorithms to 5G system, as well as align the security levels
between quantum-safe symmetric algorithms and quantum-safe asymmetric algorithms.

7. Overview of 5G system

The 5G system aims at providing a wide range of services with different performance requirements.
The services provided in 5G networks can be classified into Enhanced Mobile Broadband (eMBB),
Massive Internet of Things (mloT), ultra-reliable and low-latency communications (URLLC).

The 5G system introduces a number of innovation technologies, such as network slicing, network
function virtualization (NFV), software defined network (SDN), service based architecture (SBA).
These technologies make 5G system to be a flexible platform enabling new business cases and
integrating vertical industries. On the other side, they make the security of the 5G system to be
much more complicated compared to the previous generations of mobile networks.8. Security
architecture of 5G systems

8. Security architecture of 5G systems

8.1 General

A communication system should be able to provide some of the following security services to ensure
the security of the system or data transmission [ITU-T Rec. X.800]: access control (authorization),
authentication, privacy, confidentiality, data integrity, non-repudiation, and availability.

Security services could be achieved by using cryptographic mechanisms or non-cryptographic
mechanisms. This recommendation focuses on the security services which are provided by using
cryptographic algorithms, since it studies the application of the quantum cryptographic algorithms to
5@ systems.

In accordance with the architecture of 5G systems introduced in Appendix A, the security architecture
of 5G systems can be described in three layers: transport layer, network layer, and management plane.
8.2 Security of the transport layer

SDN technology is used in transport layer for data delivery in 5G due to its dynamic and flexible
management of traffic flows. The security architecture of SDN has been specified in [ITU-T Rec. X.
1038], which can be simply illustrated in Figure 1.
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Figure 1 Security architecture of SDN
Related to the cryptographic algorithms and protocols, X.1038 makes the following recommendation:

TLS [b-IETF RFC 5246] protocol is recommended to be deployed in the interface between the SDN
application and the SDN controller. Based on TLS, the SDN application and the SDN controller
authenticate each other and agree upon the session key, as well as data confidentiality and data integrity
over the Application-Control interface are ensured.

TLS [b-IETF RFC 5246] protocol or IPSec protocols ([b-IETF RFC 4301], [b-IETF RFC 4303], [b-IETF
RFC 4835]) are recommended to be deployed in the interface between the SDN controller and the SDN
node. Based on TLS or [Psec, the SDN node and the SDN controller authenticate each other and agree
upon the session key, as well as data confidentiality and data integrity over the Control-Note interface are
ensured.

Authentication mechanisms could be either pre-shared key (PSK) based authentication [b-IETF RFC
4279] [b-IETF RFC 4306], or certificate based authentication [IETF RFC 4306] [b-IETF RFC 5246].
Either RSA [b-ONF TR-511] or digital signature algorithms may be applied to certificate based
authentication Diffie-Hellman(DH) key exchange mechanism or Elliptical Curve Diffie-Hellman
(ECDH) key exchange mechanism may be implemented in the context of TLS or IPsec to agree upon
the shared key between two entities.

Cryptographic algorithms used for data encryption could be AES [b-NIST AES], Blowfish [b-
BLOWFISH], and 3DES [b-NIST 3DES]. Cryptographic algorithms used for data integrity mechanisms
could be MAC (Message authentication code) [b-IETF RFC 2104], HMAC [b-IETF RFC 2104], digital
signature [b-NIST DSS]

8.3 Security of the network layer

[Editor’s note: The content in this clause should be considered to be further abstracted or summarized,
some detail could be moved to an Appendix or Annex|

8.3.1 Security of the access network

The security of the access network[b-3GPP TS 33.501] is intended to ensure that an authenticated UE
is able to gain access to 5G network, the communication between the UE and the 5G network could
be protected in a selectable fashion according to the MNQO’s security policy.

The blueprint of the security architecture for the 5G access network can be illustrated in Figure 2,
which can be specified as follows. UE tries to access to the network with temporarily assigned identity
or concealed permanent identity before invoking the authentication and key agreement protocol. UE
and the network mutually authenticate and agree upon a session anchor key by running the
authentication and key agreement protocol. UE and the network derive a set of session keys based on
the session anchor key, respectively. Based on these session keys, the integrity and reply protection
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of non-Access-Stratum (NAS) signalling messages exchanged between UE and AMF are mandatory,
whilst their confidentiality protection is optional; the integrity and reply protection of access-stratum
(AS) signalling messages exchanged between UE and gNB are mandatory, whilst their confidentiality
protection is optional. Confidentiality and integrity protection of the user data in the user plane (UP)
between the UE and the gNB are optional to use. The communication between UE and N3IWF are
protected by using IPsec tunnel in case of non-3GPP access. As gNB-DU and gNB-CU could be
deployed in the different location, F1 interface between them are protected by applying NDS/IP.
Similarly, E1 interface between gNB-CU-CP and gNB-CU-UP are secured on the basis of NDS/IP.
The backhaul network which connects gNB to core network is protected by using NDS/IP unless
there is a physical protection in the backhaul network. As UPF could be deployed in the network
edge, the communication between UPF and SMF is secured by using NDS/IP as well. Related to the
security architecture of access network, the following security services or functions are briefly
surveyed:

e Subscriber privacy

Authentication

Key hierarchy

Security of NAS signaling, AS signaling, and user data
NDS/TP

Security of non-3GPP access

Core
Network
Access
Network
...... AS
gNB-CU -=-- NAS

=1 :(GNB-CU-CP): — P
__________ ( gNB-DU t JE | oNB NDS/IP

_‘
———
........... D IPsec

Figure 2. Security architecture of access network

e Subscriber privacy

Each UE will be assigned a globally unique Subscription Permanent Identifier (SUPI) in the 5G
system, which will be provisioned in the USIM and UDM/UDR, respectively. SUPI is never
transmitted in the clear over the air interface when 5G USIM is deployed. For the initial access, UE
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generates the Subscription Concealed Identifier (SUCI), and transmits it to UDM/ARPF, as shown
in Figure 3. Upon receipt of SUCI, the Subscription Identifier De-concealing Function (SIDF)
located at the ARPF/UDM performs de-concealment of SUPI from SUCI. Based on SUPI, the
UDM/ARPF chooses the authentication method according to the subscription data.

' UE ' ' SEAF ' ' AUSF ' ' EE Sull‘D‘F'I ]‘ '

SUCI or 5G-GUTI

> SUCT or SUPI, SN name

™ SsuClor SUPL SN name

-

SUCI to SUPI de-concealment
Authentication method selection

< Authentication method: 5G AKA or EAP-AKA’ >

Figure 3 Initiation authentication procedure and selection of authentication method (adapted from
[Figure 6.1.2-1 in 3GPP TS 33.501])

SUCI is composed of clear part and encrypted part. The former contains MCC (Mobile Country
Code), MNC (Mobile Network Code), as some routing information pertaining to the home network
for routing the SUCI to the targeted UDM/ARPF. The latter contains the sensitive subscription
information MSIN (Mobile Identification Number), which are encrypted by using Elliptic Curve
Integrated Encryption Scheme (ECIES). The public key of home network is securely provisioned in
the USIM and SIDF respectively. The principle of ECIES is that the UE and the network apply its
own private key and partner’s public key to agreeing up shared keys by using ECDH mechanism.
Based on the shared keys, data confidentiality and integrity protection are performed by using
symmetric encryption algorithms and message authentication code algorithms respectively.
According to the profiles specified in [b-3GPP TS 33.501], ECDH mechanisms (X25519, Elliptic
Curve Cofactor Diffie-Hellman Primitive) are used for generating the shared keys, AES-128 in CTR
mode and HMAC-SHA-256 are used for data confidentiality and data integrity respectively.

After the initiation authentication procedure, the UE will be securely assigned a 5G Globally Unique
Temporary Identifier (SG-GUTTI) for concealing SUPI in the sequent authentication procedure.

e Authentication

5G system applies two kinds of authentication and key agreement protocols for mutual authentication
between UE and the network as well as the generation of session anchor key Ksgar, which are 5G-
AKA and EAP-AKA’. The latter can be used for 3GPP and non-3GPP access. Compared to 4G
authentications, 5G authentication protocols provide increased home control to mitigate the possible
fraud charging from the roaming network. In the case of EAP-AKA’, the UE identity verification at
the network side is executed at the AUSF of the home network. In the case of 5G-AKA, although the
UE identity verification at the network side is performed at the SEAF of the roaming network, the
AUSF of the home network will verify the authentication confirmation during each authentication
procedure.

A set of key generation algorithms (f1, f1*, 2, {3, f4, {5, and f5*) is used in the authentication
procedure to generate the authentication vector (AV) and authentication response. There are two
kinds of algorithm sets available for this. One is called MILENAGE algorithm set[b-ETSI 135 205 ],
where AES-128 is recommended as the base. The other is called TUAK algorithm set[b-ETSI 135
231], where Keccak sponge function is used as the base, whose input key size can be either 128 bits
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or 256 bits. It is worth noting that in practice MILENAGE algorithm set is more widely deployed
than TUAK algorithm set.

e Key hierarchy

Based on the root key K, UE and the network accomplish the mutual authentication and generate the
session anchor key Ksear. All the session keys used for securing the communication between UE and
the network are derived from the key Ksarr, which are depicted in Figure 4.

Network side T — UE side
K
ARPF B a— USIM K can be 128 bits or 256 bits long
\d
4| CK, IK |7
ARPF ME CK, IK, CK’
g e —_—]——— and IK’ are
5G AKA | L | Y | EAP-AKA’ 128 bits long
' Kause ok, ke
AUSF ' | | b ME
| I ! 1 <
I I I KAUSF I
[ Ly '
[ER N D | e — J___1
\ A All
4| Kgear li intermediary
SEAF ME keys are 256
Y bits long
KAMF -
AMF ME KgNBa NH
rd Y Y All session
N3IWF ME Knasint Knasenc | Krrcint | | KRrreenc | | Kupint | Kupene keys are 128
bits long

gNB ME

Figure 4. Key hierarchy (adapted from [Figure 6.2.1-1 in 3GPP TS 33.501])

The length of the root key K can be 128 bits or 256bits. It is worth noting that root key K in the legacy
USIM is just 128 bits long, which means that only the 128-bit long root keys are provisioned in UDM
for the corresponding USIM.

CK, IK, CK’, and IK” are the keys related to authentication procedure, whose length is 128-bit long.
The generation of CK and IK relies on the MILENAGE algorithm set or TUAK algorithm set, whilst
generic key derivation function (GKDF) defined in [b-3GPP TS 33.220] is used to produce CK’ and
IK’.

All intermediary keys are 256-bit long, whose generation relies on the GKDF except the key Kausr

in the protocol EAP-AKA’. The HMAC-based Extract-and-Expand Key Derivation Function
(HKDF) specified in [b-IETF RFC 5869] is used to generate Kausr in the protocol EAP-AKA’.

All session keys are 128-bit long, whose generation relies on GKDF. It is worth noting that the outputs
in GKDF are 256-bit long, which are truncated to 128-bit long, then used as session keys.

e Security of NAS signaling, AS signaling, and user data

To ensure the confidentiality of NAS signaling, AS signaling, and user data, 5G system shall support
128-NEA1(128-bit SNOW 3G based algorithm) and 128-NEA2 (128-bit AES based algorithm). In
addition, 128-NEA3(128-bit ZUC based algorithm) may be supported in the 5G system.

To ensure the integrity of NAS signaling, AS signaling, and user data, 5G system shall support 128-
NIA1(128-bit SNOW 3G based algorithm) and 128-NIA2 (128-bit AES based algorithm). In
addition, 128-NTA3(128-bit ZUC based algorithm) may be supported in the 5G system.

e NDS/IP
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The interfaces between the access network and core network (i.e. N2 interface between gNB and
AMEF, N2 interface between N3IWF and AMF, N3 interface between gNB and UPF, N3 interface
between N3IWF and UPF), as well as the interface between gNB-DU and gNB-CU (F1 interface)
and interface between gNB-CU-CP and gNB-CU-UP (EIl interface) are protected by applying
NDS/IP [b-3GPP TS 33.210, b-3GPP TS 33.310], which specifies the security profile used in the
3GPP systems for IPsec, IKEv2, TLS, DTLS.

To protect the integrity and confidentiality of data transmitted over N2 interface, E1 interface and F1
interface, as well as to prevent the replay attacks, IPsec ESP and IKEv2 certificates-based
authentication are recommended to be implemented. In addition, DTLS shall be supported as
specified in [b-IETF RFC 6083].

In order to provide integrity, confidentiality, and reply-protection to the traffic over the N3 interface,
IPsec ESP and IKEV2 certificates-based authentication are recommended to be implemented.

As ESP encryption Algorithms, AES-CBC and AES-GCM with a 16 octet ICV shall be supported,
and additionally AES-256 should be supported. As ESP authentication Algorithms, HMAC-SHA1-
96 and AES-GMAC with AES-128 shall be supported.

Related to IKEv2, following algorithms shall be supported:

- Confidentiality: ENCR_AES CBC with 128-bit key length, AES-GCM with a 16 octet ICV
with 128-bit key length;

- Pseudo-random function: PRF HMAC SHAI1, PRF HMAC SHA2 256;

- Integrity: AUTH HMAC SHA256 128;

- Diffie-Hellman group 14 (2048-bit MODP),19 (256-bit random ECP group);
Related to IKEv2, for a high level of the security, following algorithms should be supported:

- Confidentiality: AES-GCM with a 16 octet ICV with 256-bit key length;

- Pseudo-random function: PRF_ HMAC SHA2 384;

- Diffie-Hellman group 20 (384-bit random ECP group).

DTLS 1.2 shares the same cipher suites as the TLS 1.2, as DTLS 1.2 as specified in [b-IETF RFC
6347] is based on TLS 1.2 The allowed and mandatory cipher suites given in TLS 1.2 [b-IETF RFC
5246] shall be followed. In addition, the following cipher suites are mandatory to support and
recommended to use:

- TLS ECDHE ECDSA WITH AES 128 GCM SHA256 as defined in [b-IETF RFC
5289]

- TLS DHE RSA WITH AES 128 GCM_SHAZ256 as defined in [b-IETF RFC 5288]
For a high level of security, support of the following cipher suites is recommended:

- TLS ECDHE ECDSA WITH AES 256 GCM_SHA384 as defined in [b-IETF RFC
5289]

- TLS_ECDHE RSA WITH AES 256 GCM SHA384 as defined in [b-IETF RFC 5289]

Related to the Diffie-Hellman groups, for ECDHE, the curve secp256r1 (P-256) as defined in [b-
IETF RFC 4492] shall be supported, secp384rl (P-384) as defined in [b-IETF RFC 4492] should be
supported. For DHE, Diffie-Hellman groups of at least 4096 bits should be supported, and Diffie-
Hellman groups smaller than 2048 bits shall not be supported.

e Security of non-3GPP access

Security of non-3GPP access is achieved by establishing IPsec tunnel between UE and N3IWF.
IKEv2 [b-IETF RFC 7296] is used to perform mutual authentication between UE and N3IWF on the
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basis of the key KN3IWF, in order to set up one or more IPsec ESP [b-IETF RFC 4303] security
associations for the IPsec tunnels.

The communication security between N3IWF and AMF (N2 interface), as well as between N3IWF
and UPF (N3 interface) is ensured by using NDS/IP.

8.3.2 Security of the core network

It is anticipated that 5G core network will be constructed on the basis of NFV framework [b-ETSI
GS NFV 002], where network functions are decoupled with the dedicated hardware for rapid service
deployment and improved operational efficiencies. The NFV framework can be divided into three
layers as shown in Figure 5: network function virtualization infrastructure (NFVI) layer, virtual
network functions (VNFs) layer, network services layer. Virtual network functions run on top of the
common NFVTI layer to provide the desired network services. This recommendation focuses on the
security of NFVI layer and VNFs layer, which are specified in the following.

Network Services

(nssF) (ner ) (neF)  (Cper ) (uom) (A ) (serr)

VNF's

(ausr) (CAvr ) (‘swF )—( UPF )

(Virtual Computing) ( Virtual Storage ) ( Virtual Network )

-------------------------------------------------------------------------

: Virtualization Layer 4 NFVI

| T R Y 4

(Computing Hardware) ( Storage Hardware ) ( Network Hardware )

Figure 5. Framework of NFV-based 5G core network (adapted from Figure 1 in [b-ETSI GS NFV
002]

e Security of NFVI layer

According to [b-ETSI GS NFV-SEC 012], the NFVI shall support the following security functions
to ensure the security of VNFs running on top of it: secure logging, OS-level access and confinement
control, physical controls and alarms, authentication controls, access controls, communications
security, attestation, hardware-mediated execution enclaves, hardware-Based Root of Trust, self-
encrypting storage, direct access to memory, hardware Security Modules, software integrity
protection and verification. For this, NFVI shall implement the following cryptographic algorithms
[b-ETSI GS NFV-SEC 012]:

1) Hashing algorithms: SHA-256, SHA-384, AES128-GMAC, HMAC-SHA 128, HMAC-
SHA256, HMAC-SHA384



-14 -

2) Encryption algorithms: AES-CBC-128, AES-GCM-128 (16 octet ICV), AES-CBC-256,
AES-GCM-256 (16 octet ICV)

3) Signature: RSA 2048, RSA 3072, RSA 4096, ECDSA-256 (secp256r1), ECDSA-384
(secp384rl)

4) Public Key Infrastructure (PKI): RSA 2048, RSA 3072, RSA 4096, id-ecPublicKey
(secp256rl)

5) Key Exchange: DH group 14 (2048-bit MODP), DH group 19 (256-bit random ECP
group), DH group 20 (384-bit random ECP group), ECDHE secp256r1 (P-256), DHE
groups of at least 2 048 bits

6) Pseudo Random Function (PRF): PRF-HMAC-SHA2-256, PRF-HMAC-SHA2-384
e Security of VNFs layer

Virtual network functions(VNFs) are organized in a service based architecture (SBA), where NRF
(Network Registration Function) plays a key role in the system. NRF decides whether a NF (Network
Function) is authorized to perform discovery and registration, and issues the access token to the NF.
The security of VNFs layer can be considered within a PLMN and inter PLMNs respectively.

(1) Within a PLMN
1) Authentication

NRF and NF shall be mutually authenticated during discovery, registration, and access token request.
This can be achieved by using either the NDS/IP or physical security. Authentication between NFs
can be performed in the same manner.

2) Authorization
- Static authorization

After service consumer NF and service producer NF authenticate each other, the service producer NF
shall check authorization of the service consumer NF based on local policy before granting access to
the service API.

- OAuth 2.0 based authorization

(2) The OAuth 2.0 framework specified in [b-IETF RFC 6749] is applied to access control of the
network service provided by NFs. Access tokens shall be JSON Web Tokens as described in [b-
IETF RFC 7519] and are secured with digital signatures or Message Authentication Codes (MAC)
based on JSON Web Signature (JWS) as described in [b-IETF RFC 7515].NRF acts as the OAuth
2.0 Authorization server. The NF service consumer and the NF service producer correspond to
the OAuth 2.0 client and the OAuth 2.0 resource server respectively. Inter PLMNs

Security of Inter PLMNs is enabled by the SEPPs (Security Edge Protection Proxies) of both networks
over N32 interface, as shown in Figure 6.

SEPP SEPP

Figure 6. Security of Inter PLMNs
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The N32 interface consists of N32-c connection and N32-f connection. The former is responsible
for management of the N32 interface, including mutual authentication and key agreement between
two SEPPs by using TLS. The latter vouches for sending of JOSE protected messages between the
SEPPs.

The SEPPs use JSON Web Encryption (JWE, specified in[b-IETF RFC 7516]) for protecting
messages on the N32 interface, where agreed keys between two SEPPs in N32-c connection are
applied. The IPX providers apply JSON Web Signatures (JWS, specified in [b-IETF RFC 7515]) to
signing their modifications needed for their mediation services.

All entities and functions that support JWE shall use the following algorithms [b-3GPP-TS 33.210]:
"enc" parameter A128GCM (AES GCM with a 128-bit key) shall be supported. "enc" parameter
A256GCM (AES GCM using 256-bit key) should be supported."alg" parameter "dir" (Direct use of
a shared symmetric key as the CEK) shall be supported.

All entities and functions that support JWS shall use the following algorithms[b-3GPP-TS 33.210]:
"alg" parameter ES256 (ECDSA using P-256 and SHA-256) shall be supported.

8.4 Security of the management plane

The management plane consists of a set of manager (NFV Orchestrator, VNF Manager, Virtualized
Infrastructure manager, SDN manager, RAN manager). These managers take charge of the
configuration management, performance management, and fault management of the corresponding
objectives via interfaces. Any of modification, deletion, insertion, or replay shall be prevented during
the data transfer between the manager and managed objective [b-ETSI GS NFV SECO014]. For this,
TLS is applied to these interfaces by default in the industry, as shown in Figure 7.

Management Plane

Network Services NEFV Orchestrator

Virtualized Network :
Functions (VNFs) :} VNF Manager

NFV Infrastructure ) Virtualised Infrastructure
(NFVI) Manager(VIM)

SDN network . % SDN Manager

RAN network % RAN Manager
—

Figure 7. Security of the management plane
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8.5 Summary of the cryptographic algorithms used in 5G system

Based on the above introduction of the security architecture of 5G system, the cryptographic
algorithms used in 5G system can be summarized in the following Table.

Table 1: Cryptographic algorithms used in 5G system

Type Name Function Application Scenarios
128-NEA1 Confidentiality protection between
. UE and AMF, as well as between UE
128-NEA2 Encryption and gNB
128-NEA3
128-NIA1 Integrity protection between UE and
128-NTA? MAC :I\l}/g, as well as between UE and
Symmetric | [28-NIA3
algorithms .
AES-128 Encryption IPsec, TLS, DTLS, JWE, ECIES,
NFVI
AES-256 Encryption IPsec, TLS, DTLS, JWE, NFVI
Blowfish Encryption SDN
3DES Encryption SDN
SHA-256 Hashing IPsec, TLS, DTLS, JWS, NFVI
SHA-384 Hashing IPsec, TLS, DTLS, JWS, NFVI
HMAC-SHA-256 | Key derivation/ MAC | Key hierarchy IPsec, TLS, DTLS,
/Pseudo Random | JWS, NFVI
Function/
HMAC-SHA-384 | Key derivation/ MAC | IPsec, TLS, DTLS, JWS, NFVI
/Pseudo Random
Function/
RSA signature IPsec, TLS, DTLS, JWS, NFVI
Asymmetric | ECDSA signature IPsec, TLS, DTLS, JWS, NFVI
algorithms DH Key agreement IPsec, TLS, DTLS, NFVI
ECDH Key agreement IPsec, TLS, DTLS, NFVI

Note 1:SHA-1 is not listed in the table due to its weak security strength

Note 2: The key size of asymmetric algorithms is not marked in the table since these algorithms can
broken regardless of the key size if the large-scale quantum computer is available.

Note 3: The version of TLS in the table is not less than 1.2 for the security reason.

9. Security assessment on 5G systems when commercial quantum computers are available

The threats to conventional cryptographic algorithms due to the availability of quantum computers
are first introduced. Then the impacts on 5G systems raised by quantum computers will be analyzed.
In the following descriptions, the security level alignment between quantum-safe symmetric
algorithms and quantum-safe asymmetric algorithms are considered.
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9.1 Threats to conventional cryptographic algorithms
1) Symmetric cryptographic algorithms
2) Asymmetric cryptographic algorithms

9.2 Impacts on 5G systems

1) Authentication

2) Key hierarchy

3) Subscription identifier privacy
4) NAS security mechanisms

5) RRC security

6) UP security

7) Security of Service Based Interfaces

10. Quantum-safe cryptographic algorithms

Quantum computing introduces a completely new computing paradigm. This will impact the security
of both symmetric-key algorithms (e.g. block ciphers) and public-key algorithms (such as RSA),
although the seriousness of the impact will be different for each.

As for symmetric key algorithms, [b-Entrust] shows that quantum computing effectively halves the
number of bits of key strength for any symmetric key algorithm, and also shows that quantum
computers can run algorithms (e.g., Grover’s [b-Grover96]) and find a key of a symmetric cipher
with an N-bit key in 22 operations. Thus if quantum computing becomes a reality, symmetric key
algorithms can be protected against this by simply doubling the key size. Of course, this will have an
impact on the performance of the symmetric key algorithm.

As for asymmetric key algorithms such as RSA, DSA, ECC and Diffie-Hellman, the effect of
quantum computing on them is thought to be quite serious. Quantum computers can run algorithms
(e.g., Shor’s [b-Shor97]) that break all the popular public-key systems in trivial amounts of time.
For instance, a quantum algorithm called Shor's algorithm can recover an RSA key in polynomial
time [b-Entrust].

10.1 Quantum-safe symmetric key algorithms

It is widely believed that basic symmetric cryptosystems such as block ciphers (e.g., AES) or hash
functions (e.g., SHA2 or SHA3) are quantum-safe algorithms [b-CSA]. The advent of the quantum
computer will require an increase in the key size (and a doubling of the bit number). [b-CSA] shows
that the current recommended key size of 256 bits is considered as safe, even against Grover’s
algorithm.

Symmetric key algorithms, such as AES, SNOW 3G and ZUC, are widely used for mobile
communication networks.

10.2 Quantum-safe asymmetric key algorithms

Although quantum computers can run algorithms that break the current public-key systems (e.g., RSA
and ECC) in trivial amounts of time, there are many important classes of cryptographic systems
beyond RSA and ECC that are secure against an attack by a quantum computer and described as
below.
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10.2.1 Lattice-based algorithms

Lattice-based algorithms are based on the constructions of cryptographic primitives that involve
lattices, either in the construction itself or in the security proof.

[b-CSA] shows that Lattice-based algorithms can provide digital signature, public/private key
encryption and key agreement. Some of Lattice-based algorithms are listed in Appendix 1.1.

10.2.2 Hash-based algorithms

[b-CSA] shows that Hash-based algorithms are used for digital signatures constructed using hash
functions. Some of hash-based algorithms are listed in Appendix B.2.

10.2.3 Code-based algorithms
Code-based algorithms rely on error-correcting codes.

[b-CSA] shows that Code-based algorithms can provide digital signature, public/private key
encryption and key agreement. Some of Code-based algorithms are listed in Appendix 1.3.

10.2.4 Multivariate algorithms

Multivariate algorithms are based on the difficulty of solving systems of multivariate polynomials
over finite fields.

[b-CSA] shows that Multivariate algorithms can provide digital signature and public/private key
encryption. Some practical signature schemes based on Multivariate algorithms are listed in
Appendix B.4.

11. Usage of the quantum-safe cryptographic algorithms in 5G systems

11.1 Quantum-safe symmetric cryptographic algorithms
1) Authentication

2) Key hierarchy

3) Subscription identifier privacy

4) NAS security mechanisms

5) RRC security

6) UP security

7) Security of Service Based Interfaces

11.2 Quantum-safe asymmetric cryptographic algorithms
1) Authentication
2) Subscription identifier privacy

3) Security of Service Based Interfaces
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Appendix A
Overview of 5G system

(This appendix does not form an integral part of this Recommendation.)

A.1 General architecture

The 5G system aims at providing a wide range of services with different performance requirements.
The services provided in 5G networks can be classified into three categories according to 3GPP
specifications: (1) Enhanced Mobile Broadband (eMBB) supports higher data rates and higher user
mobility than the Fourth Generation of Mobile Communication technology/Long Term Evaluation
network (4G/LTE);(2) Massive Internet of Things (mloT) provides massive machine type
communications; (3) ultra-reliable and low-latency communications (URLLC) supports the mission
critical services which require higher reliability and lower latency. The 5G system is to be a flexible
platform enabling new business cases and integrating vertical industries, such as, automotive,
manufacturing, energy, eHealth, and entertainment. Moreover, the deployment and maintenance of
the 5G system is to be easier compared to the previous generations of mobile networks. To address
these challenging requirements, the 5G system has introduced a number of innovation technologies,
such as network slicing, network function virtualization (NFV), software defined network (SDN),
service based architecture (SBA), and central unit / distributed unit (CU/DU) separation.

A general architecture of the 5G system is illustrated in Figure A-1, which can be divided into
transport layer, network layer, service layer, and management plane according to the functionality.

Management
Plane

Service layer ( Applications (eMBB, mMTC, URLLC) )

8
Z
[0
(%)
e
s
G B
Access 5@
Network layer Network 5G Core Network oL
é 6
5
5
Transport layer C SDN ) =

Figure A-1. General architecture of the 5G system

e Transport layer: It is used to transport packets to the destination. Besides legacy transport
technologies (e.g. MPLS), the 5G system has introduced SDN technology for higher
transport speed and easy adaption to the service requirements.

e Network layer: It is composed of access network and core network. The former allows UE
access to 5G network anywhere. The latter is designed with a service-based architecture in
mind for extensibility, and simplicity. It is made up of a number of network functions to
support data connectivity and service deployment, such as authentication server function
(AUSF), access and mobility management function (AMF), and session management
function (SMF).

e Service layer: It consists of the applications running on the top of the 5G system, which
may be eMBB applications, mMTC applications, and URLLC applications.

e Management plane: It is responsible for the network management and service orchestration.
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A.2 SDN

The basic principle of SDN is that the data plane is decoupled from the control plane so that it can
support dynamic programmability of network nodes in the process of data forwarding. SDN controller
makes the networking decisions and sends the resulting forwarding rules to the network nodes. This
forwarding mechanism simplifies the realization of the network nodes and leads to enhanced data
plane performance. The SDN architecture is depicted in Figure A-2.

[ SDN Controller ] Control Plane

Data Plane

Figure A-2. SDN architecture

A.3 Access network

A UE can gain access to 5G core network either in an untrusted non-3GPP access fashion or in a
3GPP access fashion, as shown in Figure 3. The access network provides services related to the
transmission of data over the radio interface.
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Access
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Untrusted non-3GPP access
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Figure A-3. Access network

Untrusted non-3GPP access

The untrusted non-3GPP access means that an access technology is not specified by 3GPP, and
is not trusted by the 5G core network, such as WLAN access. In this context, a UE connects to
the 5G core network via a Non-3GPP InterWorking Function (N3IWF).

3GPP access

3GPP access is an access technology specified by 3GPP, i.e. NG-RAN technology in the 5G
context. A UE can gain access to the 5G core network by using NG interface via a flat gNB
without CU-DU separation. A NG interface is a logical interface supporting the exchange control
plane information and user plane information between the gNB and the 5G core network. For
more flexible network deployment and lower costs, a gNB can be split into gNB-DU (Distributed
Unit) and gNB-CU (Central-Unit). A gNB-CU is a logical node that carries out the higher layer
protocols, including service data adaptation protocol (SDAP), radio resource control (RRC), and
packet data convergence protocol (PDCP). A gNB-DU is a logical node that performs lower layer
functions, including radio link control (RLC), medium access control (MAC) and physical layer
functions.

Borrowed from SDN concept, the gNB-CU can further be split into gNB-CU-CP (control plane)
and gNB-CU-UP (user plane). This would result in a functional decomposition of the radio
access between user and control plane entities. Such separation of control plane and user plane
provides the flexibility to operate and manage complex networks, supporting different network
topologies, resources, and new service requirements.

A gNB-CU and the gNB-DU units are connected via F1 logical interface, which can be
distinguished between F1-C interface for connecting the gNB-CU-CP and F1-U interface for
connecting the gNB-CU-UP. A gNB-CU-CP communicates with a gNB-CU-UP through El-
interface.
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A.4 Core network

The 5G core network is defined as a service-based architecture (SBA) as shown in Figure A-4. A
number of Network Functions (NFs) have been defined in the SBA architecture to serve the different
purposes. Each Network Function (NF) exposes a set of services called NF service that is consumed
by other authorized NFs. NFs query an NF repository function (NRF) to discover and communicate
each other.

Control Plane

User Plane

Control Plane

Access
Network

Data Plane

Figure A-4. 5G core network
The 5G core network can be divided into the control plane and user plane.

¢ Control plane
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It provides the network control services, including access, mobility, policy, exposure, legal
intercept, and charging related control. The following NFs have been defined in the control
plane:

- Network Slice Selection Function (NSSF): It is used to select the set of network slice
instances serving the UE.

- Network Exposure Function (NEF): It supports exposure of capabilities and events. NFs
expose capabilities and events to other NFs via NEF. NF exposed capabilities and events
may be securely exposed for e.g. 3rd party, Application Functions, Edge Computing.

- NF Repository Function (NRF): It provides registration and discovery functions so that
NFs can discover and communicate each other via application programming interfaces
(APIs)

- Policy Control Function (PCF): It supports unified policy framework to govern network
behavior.

- Unified Data Management (UDM): It stores subscriber data and profile. It is also used to
generate the authentication vectors for 3GPP AKA.

- Application Function (AF): It interacts with the 3GPP Core Network in order to provide
services. It also provides information on the packet flow to PCF.

- Security Edge Protection Proxy (SEPP): It is a non-transparent proxy used to protect
messages exchanged on inter-PLMN control plane interfaces and hide the topology of the
intra-PLMN network.

- Authentication server function (AUSF): It handles authentication requests for both, 3GPP
access and non-3GPP access.

- Access and Mobility Management function (AMF): It provides authentication,
authorization, and mobility management to UEs.

- Session Management function (SMF): It is used for session management e.g. session
establishment, modify and release. It also allocates IP addresses to UEs.

e User plane

User plane function (UPF) is the unique function defined for the user plane. It supports
various operations and functionalities related to the user plane packets, such as packet routing
and forwarding, traffic handling, packet inspection and packet duplication.

The 5G core network is significantly different from the core network of previous generation mobile
networks with following features:

Service-based architecture: Services operate with finer granularity than in legacy networks
and are loosely-coupled with each other. This enables short time to the market for new
services and greater flexibility for system updates.

Control plane and user plane separation: This allows the UPF to be deployed in the place
where are more close to UEs so that these strict latency requirements from URLLC services
are possible to be met. It also enables that each plane resource is scaled independently.

- AMF and SMF separation: The access and mobility management can be performed in a
centralized manner. In contrast, SMF can be located in the place where services need.

- Network Function Virtualization (NFV): The 5G core network assumes that NFs are
implemented in a virtualization manner for better resource management and cost savings.
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NFYV that separates hardware and software makes the network more flexible and simple by
minimizing dependence on hardware constraints.

- Network Slice: It is purposed to support multiple service types on a common physical
network infrastructure. It can provide customized end-to-end networks to meet different
requirements. Each network slice may contain various NFs according to the service
requirements.

A.5 Management Plane

The management plane is in charge for the network management and service orchestration. In order
to manage and monitor the networks, the management plane connects to the access network, core
network, and SDN via the individual dedicated communication channel as shown Figure 5. The
network management at least has the following functionalities: Fault Management (FM, Performance
Management (PM), Configuration Management (CM), and Trace Management (TM). Besides the
above mentioned network management functions, the management of network slice also needs the
following functions: slice lifecycle management, slice capability management, network resource
discovery. The service orchestration applies flexible resource control and monitoring mechanisms for
the provision, management, and re-optimization of network services.

[ Network management and servicej
orchestration

[ Services ] (Access Network) (Core Network] [ SDN ]

Figure A-5. General Management architecture
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Appendix B

Quantum-safe asymmetric key cryptographic algorithms

(This appendix does not form an integral part of this Recommendation.)

B.1 Lattice-based algorithms
Some of Lattice-based algorithms are:
e NTRU [b-NTRU]
e LWE (Learning With Errors) [b-LWE]
e R-LWE (Ring Learning With Errors) [b-RLWE]
e New Hope Scheme [b-NewHope]

B.2 Hash-based algorithms

Some of hash-based algorithms are:
e XMSS [b-XMSS]
e SPHINX [b-SPHINCSI15]
e LMSS [b-LMSS]

B.3 Code-based algorithms
Some of Code-based algorithms are:
e C(Classic McEliece [b-McEliece]

e Niederreiter Scheme [b- Niederreiter]

B.4 Multivariate algorithms

Some practical signature schemes based on Multivariate algorithms are:
e Rainbow [b- Rainbow]
e UOV [b-UOV]

[Editor Note]: quantum-safe asymmetric key algorithms in Appendix B will be updated according
to the industry research, e.g., NIST project Post-Quantum Cryptography.
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